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Network Detection and Response (NDR)

Objectives

This document is an invitation for qualified bidders to offer the Network Detection and Response (NDR)
system.

NEPCO intend to acquire Network Detection and Response (NDR) system to achieve deep visibility and
continually monitor the network traffic in real-time to swiftly detect and respond to cyber threats.

To ensure the data sovereignty, the NDR system shall be installed as on-prem appliance in NEPCO
headquarter. The system must empower the Security Operation Center (SOC) of NEPCO with

sophisticated tools for detection anomalies, conducting threat hunting and executing rapid incident
response and digital forensics.

Bidders Eligibility

e Vendors who have been recognized in the Gartner Magic Quadrant for NDR or The Forrester Wave
for Network Analysis and Visibility (NAV) at least for the 2025 will be eligible for the tender
evaluation. Bidders are required to provide official documentation or report excerpts as evidence.

e Bidders shall maintain a valid partnership for the offered NDR system, the partnership certificate
must be submitted as part of the offer to verify the eligibility.

e Bidders must submit at least three (3) professional references for active projects of a similar scope
and complexity. Each reference must include contact details and a brief project overview. To
demonstrate local market proficiency, at least two (2) of these projects must be within local
organizations.

Evaluation Criteria
e Bidder eligibility
e Compliance with technical specification

e Training

e Financial Offer

Scope of work
e Procurement and delivery of full NDR system
e Installation of NDR system in NEPCO headquarter
e Configuration and integration of NDR system with other systems

e Training of NEPCO personnel
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Technical Specifications

The NDR system will be deployed in the main data center in order to provide deep visibility into core
network traffic, empowering the cybersecurity team to detect, mitigate, and defend against evolving
threats. As well, to ensure the cybersecurity team can identify and remediate threats effectively while
hardening system defenses.

The following specifications shall be met in the offered platform.

NDR Appliance

Necessary hardware must be enterprise-grade class and adhere to a standard 19-inch rack
mountable form factor

The NDR system must be secure and hardened operating system

Available capture (mirroring) interfaces: Two MMF 10Gbps and two copper 1Gbps
Management interfaces: One Copper 1Gbps out of band (OOB) management
Support expansion modules for additional interfaces for traffic mirroring

It shall be capable to store metadata records for incidents and network connections at least for
60 days lookback

Dual 100/240AC power supplies

Throughput

Average traffic throughput: 1.6 Gbps
The platform shall be expandable to allow traffic up to 3 Gbps
The input traffic can be through port mirroring (SPAN)

Optional: input traffic can be also captured through network TAP or packet broker.

Detection and Response

The NDR solution must be capable of proactive threat detection utilizing a multi-layered
approach to identify both known and zero-day threats like cyber threat intelligence, behavioral
anomaly detection, and advanced Al/Machine Learning models

It is capable to detect zero-day attacks
Perform real-time threat detection and mapped it to MITRE ATT@CK

A dedicated page/window/box shall exist to display the incident details, it shall contain
enormous remarkable details related to the incident

Extensive descriptions, references, and documentation for detected incidents.

The incident details shall include all relevant information that are needed for incident response
which shall include but not be limited to malicious file name, malicious file hash value, malicious
URL, attacker IP, GeolP
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Native On-prem threat detection and response, the platform shall actively keep working without
the needs for connection with vendor infrastructure

Detected incidents are classified through threat type/category

The detection details shall include threat type like Ransomware attack, DDoS attack,
Reconnaissance attack, etc.

Risk scoring for detected threats
Can add comment when handling an incident

It is able to send alerts for detected incidents through email and SMS, these alerts can be
defined in the platform

The platform shall provide capabilities for automatic and manual response

Automatic response is achieved though integration with cybersecurity solutions like EDR,
firewalls and others for taking actions to contain the active threats

Capable to analyze or decrypt the encrypted traffic to provide high-fidelity visibility of various
protocols like HTTPS, Kerberos, SMB, LDAP

Analyze network protocols and extract and display granular protocol metadata, including but
not limited to:

DNS attributes (record types, response codes) and HTTP transaction details (URLs, status codes,
and methods), Kerberos attributes (Group members, response Type, Error Type), LDAP
attributes (Distinguished Names, Error Codes, Message Types), RPC attributes

The platform provides comprehensive visibility into user activities

Facilitate incident investigation through pivoting from incident page to launch lookup in
VirusTotal by clicking on an Indicator of Compromise (10C)

Devices Inventory

The system shall be architected to support a minimum of 3,000 concurrent devices

It shall be highly scalable to accommodate a 200% increase in managed devices, ensuring
consistency without degradation in system performance

Automatic assets discovery and classification
Automatic and manual assets updates
Device tagging

Discovered Asset Information: First seen, Last seen, IP address. MAC address, hostname,
operating system, protocols used

Integration

Capable to integrate with different protection platforms which include but not be limited to
EDR, firewalls, email security
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e Capable to integrate with cybersecurity monitoring and automation solutions like SIEM, SOAR
e Capable to integrate with threat intelligence feeds and TID solutions
e Capable to integrate with email and SMS platforms to send alter messages

e Capable to integrate with corporate active directory and LDAP

Search and Filter facilities:

e Able to search for incident using incident ID, threat type and other criteria
e Able to search for assets
e Able to search for incident during defined time interval

e Able to filter various facilities based on different key words

Reports and Dashboards

e The platform capable to generate reports in different format (pdf, xIsx, csv,...)

e The generated report shall be customized by adding and removing particular fields
e Reports can be generated for particular incidents includes all related information

e The dashboards shall be customized

e The dashboards can display network traffic throughput for total traffic, top N of: used protocol,
sources, destinations, requested domains, Files transferred, HTTP status code, etc

e Various prebuilt dashboards like number of users/activities/TLS sessions, list of TLS certificates,
DNS Requested Domains, AD User Account Error Statistics, Invalid Passwords Statistics

e Executive summary dashboard and reports

System Status

e Various dashboards and reports to monitor the system health
e Number of discovered devices

e Network throughput

e CPU usage and Storage usage

e Packet/Byte rate

e Metadata records count and rate

e Lograte
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Platform Management

e The system shall be accessed and managed through web browsers, SSH and API
e It shall facilitate multi-user environments with customizable permission levels
e It shall support concurrent multi-user access

e It shall support MFA when accessing the system, it shall be capable to work different MFA
platforms

e Web access session timeout shall be defined by platform users

Warranty and Subscriptions

Warranty period support for the provide systems shall be for minimum three years after material
received by NEPCO and putting it in operation.

The NDR system’s components and modules shall be regularly updated to ensure optimal performance
and continuous protection against evolving cyber threats. These updates are dependent on the specific
NDR features in use, like Cyber Threat Intelligence (CTI), Artificial Intelligence (Al), Machine Learning
(ML), and signature-based detection.

Any required annual licenses and software updates and upgrades shall be offered in two options:
e 1-year license bundle
e 3-year license bundle

These options should encompass software support, updates, upgrades, bug fixes, security feature

updates and other related services.

Any additional license that is needed to provide the following capabilities shall be provided and clearly
mentioned.
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Training

The bidders will provide specialized, high-impact training to NEPCO cybersecurity team to ensure they
possess the advanced technical competencies required for their roles. The mandated training is
organized into two distinct segments; NDR training and Microsoft Windows Server Infrastructure
training. Table below shows the number of participants:

No. | Training Participants
1 NDR 4 Persons
2 Microsoft Windows Server Infrastructure 6 Persons

Official NDR Training

The bidders shall be responsible for the provision of official vendor training to the NEPCO staff to enable
them to operate, maintain and troubleshoot the provided NDR system under this project. The training
course(s) shall ensure that the NEPCO personnel are fully trained in handling detected cyber threats and
fully capable to operate the system.

The training course shall cover the different skills that are needed to manage and operate the provided
system and to have the full capability to deal with detected cyber incidents.

In Addition, the training curriculum shall encompass on how to interpret and tune "normal" network
behaviour baselines to distinguish legitimate activity from sophisticated threats. Also, it shall
encompass advanced diagnostic procedures and complex troubleshooting methodologies for the
system

The course(s) shall be of sufficient length and pace and include sufficient practice exercises to ensure
that the subject matter is covered thoroughly, and the trainees are able to demonstrate their
understanding of what they have been taught.

The Bidders shall include in their offer an outline proposal in terms of content and duration for the
training at the bidder/vendor premises. The training shall be arranged at training facility of the vendor
or accredited by the vendor of the provided NDR.

Training shall be hands-on and conducted by experienced and certified instructor(s) who are familiar
with the systems supplied. Each course attendee shall be provided with a full set of relevant course
materials for each training course. All relevant equipment documentation shall be available during the
training courses.

All costs associated with the training program shall be the responsibility of the bidders and shall be
included in the bidder price.
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Microsoft Windows Server Infrastructure Training

The objective of this course is to strengthen the capabilities of NEPCO cybersecurity team with a
particular emphasis on Microsoft Windows Servers and their associated services. The training will
provide the essential skills required to effectively understand and oversee the Windows Server
environment.

The intended course shall include, but not limited to Domain Controller (DC), Active Directory (AD),
DHCP, DNS, Hyper-V, manage security in AD, PowerShell, on-premises and hybrid networking
infrastructure, IP Address Management (IPAM), Web Application Proxy, Encryption and Secure
Windows Server.

The course(s) shall be of sufficient length and pace and include sufficient practice exercises to ensure
that the subject matter is covered thoroughly, and the trainees are able to demonstrate their
understanding of what they have been taught.

Training shall be hands-on and conducted by experienced and certified instructor(s) who are familiar
with the systems supplied. All relevant equipment documentation shall be available during the training
courses.

The Bidders shall include in their offer an outline proposal in terms of content and duration for training.

All costs associated with the additional training program shall be the responsibility of the bidders and
shall be included in the bidder price.
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Technical Compliance

The bidders are required to complete the following schedule in order to confirm the technical
compliance, any deviation shall be mentioned by the bidders in this shedule.

No. Technical Requirements Compliance Comments
(Yes/No)

NDR Appliance
1

Throughput
9

10
11

12

Detection and Response
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It is capable to detect zero-day attacks

Perform real-time threat detection and
mapped it to MITRE ATT@CK

A dedicated page/window/box shall exist to
display the incident details, it shall contain
enormous remarkable details related to the
incident

Extensive  descriptions, references, and
documentation for detected incidents.

The incident details shall include all
information needed for incident response
which shall include but not be limited to
malicious file name, malicious file hash value,
malicious URL, attacker IP, GeolP

Native On-prem threat detection and
response, the platform shall actively keep
working without the needs for connection
with vendor infrastructure

Detected incidents are classified through
threat type/category

The detection details shall include threat type
like Ransomware attack, DDoS attack,
Reconnaissance attack, etc.

Risk scoring for detected threats

Can add comment when handling an incident

It is able to send alerts for detected incidents
through email and SMS, these alerts can be
defined in the platform

The platform shall provide capabilities for
automatic and manual response

Automatic response is achieved though
integration with cybersecurity solutions like
EDR, firewalls and others for taking actions to
contain the active threats

Capable to analyze or decrypt the encrypted
traffic to provide high-fidelity visibility of
various protocols like HTTPS, Kerberos, SMB,
LDAP

Analyze network protocols and extract and
display granular protocol metadata, including
but not limited to:
DNS attributes (record types, response codes)
and HTTP transaction details (URLs, status
codes, and methods), Kerberos attributes
(Group members, response Type, Error Type),
LDAP attributes (Distinguished Names, Error
Codes, Message Types), RPC attributes
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The platform provides comprehensive
visibility into user activities

Facilitate incident investigation through
pivoting from incident page to launch lookup
in VirusTotal by clicking on an Indicator of
Compromise (10C)

The system shall be architected to support a
minimum of 3,000 concurrent devices

It shall be highly scalable to accommodate a
300% increase in managed devices, ensuring
consistency without degradation in system
performance

Automatic assets discovery and classification

Automatic and manual assets updates

Device tagging

Discovered Asset Information: First seen, Last
seen, IP address. MAC address, hostname,
operating system, protocols used

Capable to integrate with different protection
platforms which include but not be limited to
EDR, firewalls, email security

Capable to integrate with cybersecurity
monitoring and automation solutions like
SIEM, SOAR

Capable to integrate with threat intelligence
feeds and TID solutions

Capable to integrate with email and SMS
platforms to send alter messages

Capable to integrate with corporate active
directory and LDAP

Able to search for incident using incident ID,
threat type and other criteria

Able to search for assets

Able to search for incident during defined
time interval

Able to filter various facilities based on
different key words
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The platform capable to generate reports in
different format (pdf, xIsx, csv,...)

The generated report shall be customized by
adding and removing particular fields

Reports can be generated for particular
incidents includes all related information

The dashboards shall be customized

The dashboards can display network traffic
throughput for total traffic, top N of: used
protocol, sources, destinations, requested
domains, Files transferred, HTTP status code,
etc

Various prebuilt dashboards like number of
users/activities/TLS sessions, list of TLS
certificates, DNS Requested Domains, AD User
Account Error Statistics, Invalid Passwords
Statistics

Executive summary dashboard and reports

Various dashboards and reports to monitor
the system health

Number of discovered devices

Network throughput

CPU usage and Storage usage

Packet/Byte rate

Metadata records count and rate

Log rate

The system shall be accessed and managed
through web browsers, SSH and API

It shall facilitate multi-user environments with
customizable permission levels

It shall support concurrent multi-user access

It shall support MFA when accessing the
system, it shall be capable to work different
MFA platforms

Web access session timeout shall be defined
by platform users
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Payment Terms

First payment: representing forty percent (40%) of the total contract value shall be remitted
after the receipt of all hardware and materials at NEPCO stores.

Second payment: representing thirty percent (30%) of the total contract value shall be remitted
following the completion of successful installation, configuration and integration phases of
delivered system.

Third payment: representing twenty percent (25%) of the total contract value shall be remitted
following the successful completion of all training courses

Final payment: representing ten percent (5%) of the total contract value shall be remitted
following the formal expiration following the formal expiration of the warranty period.

25



